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Abstract  

In the supply chain of foodstuffs derived from livestock, data consistency and security are the most important thing to pay 

attention to. However, the length of the existing supply chain and the lack of facilities to store and maintain the correctness of 
livestock data are problems in ensuring the security of the data. The use of blockchain in livestock has existed in Indonesia, 
but its scope is only to agriculture or only a small part of the livestock supply chain. Therefore, this research was conducted 
to develop the application of a blockchain-based livestock supply chain system in Indonesia. This research begins with 
conducting a literature study, analyzing the slaughterhouses. Then the development of a blockchain system for the food supply 
chain was carried out. System validation was carried out through interviews with the head of the slaughterhouses, breeders, 
and wholesalers. The results state that the system helps in ensuring the security of food supply chain data from livestock. 
However, the problem that has not been resolved is the validation process of data on the weight loss of foodstuffs in the course 

of the supply chain process. In the future, this technique is expected to be used for halal certification.  

Keywords: livestock, food fraud, blockchain, trust, supply chain 

1. Introduction  

Currently, the system for recording livestock data, from 

farmers (upstream) to traders or end-users 
(downstream) in Indonesia, is still done conventionally 

because there is no Information System specifically 

created to handle this [1]. This condition causes the data 

to be prone to errors, and it ultimately affects the 

accuracy of the data received by each party who needs 

the livestock data. Moreover, the currently used system 

only records livestock health on farms and records 

fluctuations in livestock prices. Ramadhan et al. (2012) 

stated that a comprehensive livestock data monitoring 

system should be as crucial as other e-Government 

systems because this can affect the stability of livestock 

supply in Indonesia [2]. Furthermore, in other studies, a 
complete model of the livestock information system has 

been developed for use in Indonesia, starting from a list 

of each party involved and their duties to the system's 

flow being modeled [3].  

However, the spread of livestock farms makes it 

difficult for government agencies to monitor or record 

data on the status of livestock spread in the market 

safely [4]. Currently, a system that integrates livestock 

to slaughterhouses, called Rumah Potong Hewan 

(RPH), has not yet been implemented in Indonesia so 

recording the distribution of livestock can potentially be 

less transparent [5]. Furthermore, according to BPS, the 
data on the distribution of livestock is still held by each 

farm and slaughterhouse, thus causing a lack of up-to-

date data to determine the country's needs [6]. In 

addition, the disruption of the distribution channel for 

livestock in Indonesia makes it challenging to know the 

origin of products from livestock. Whereas consumers, 

such as restaurants or supermarkets, want to know the 

safety and clarity of their products. 

The distribution of livestock that is not adequately 

recorded can also cause food fraud [7], [8]. Food fraud 

is an act of damaging or changing products along the 

supply chain [9]. An example of food fraud actions is 
changing the label of pork to beef. In addition, the 

individual can also increase the selling price of the 

product by labeling poor-quality products with high-

quality product labels. Thus, consumers will be 

interested in buying because they have a high-quality 

product label even though they have a slightly higher 

price. 

Security in the supply chain requires a system that can 

run transparently [10]. On the other hand, this system 
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must also ensure that other parties cannot change data 

that certain parties have entered without the consent or 

knowledge of the initial data owner. This is done to 

avoid fraud in the supply chain [11]. Blockchain 

technology has a data storage system that cannot be 

changed and deleted when entered into a blockchain 

[12]. Furthermore, with the blockchain, tracking data 

can be done transparently [13]–[16] so that users can 

check the validity of a product by looking at the history 

of the product [17]. In 2019, Burke explained that 
blockchain could indeed be a precious asset when 

implemented in livestock supply chains. However, it is 

undeniable that blockchain still has some weaknesses to 

be implemented in real terms, such as the consensus 

process, which still takes a long time, and the need for 

machines with computing power for the miners to run  

[18]. Nevertheless, in 2021 Garaus and Treiblmaier 

revealed that customer trust in sellers increases when 

they can track food ingredients data through a 

blockchain-based supply chain system [19]. 

In 2018 and 2020, several researchers developed a 
blockchain application design that combines the 

Hyperledger Fabric platform with existing conventional 

infrastructure in China, including the Internet of Things 

(IoT) [20], [21]. This application aimed to track data on 

food ingredients, from farms to final consumers. This 

application was built with the lowest possible 

complexity and cost with the hope that it would be easy 

to implement. In the same year, other researchers also 

developed a livestock data tracking system by utilizing 

Radio Frequency Identification (RFID), cloud 

computing, and blockchain to increase the trust of its 

users [22]. RFID was used to receive data from various 
sensors on the farm then processed it on a cloud 

platform capable of high computing. The data in the 

cloud was also secured by applying the blockchain 

concept in data storage. Another study made the 

blockchain a reward mechanism for those who provided 

food ingredients data correctly from upstream to 

downstream [23]. This study also highlighted the 

weakness of storing livestock or food data, which 

retrieved data from physical objects via barcodes or 

QRCODE, whereas these media are effortless to cheat. 

Thus, in this study, the data stored was in the form of 
original photos of physical objects to be stored, which 

were read and processed using machine learning. 

In a study conducted by Mao et al., blockchain in the 

food supply chain system was used as a tool to track 

data and used to monitor each party involved in the 

supply chain [24]. In this system, each party who 

conducted transactions on the network would provide a 

review of the seller. This review data would be 

processed using the Long Short Term Memory (LSTM) 

algorithm to analyze the tendency of the review to be 

good or bad. The results of this analysis can be seen by 

the regulator, which is the Government or policymaker, 

so that it can be used as a basis for fostering every party 

in the supply chain. 

In 2020 Loke and Ann designed a food tracking system 

using blockchain. However, the difference with other 

research was that this system recorded the location for 

inputting each food data entering the supply chain 

system [25]. This research revealed that securing data 

by blockchain would be in vain if the data entered into 

the system had indeed been rigged from the beginning 

of the input. Therefore, the recording was also made 
from the data input location using the QRCODE tag, 

which would also be stored the ID in this food supply 

chain system in the system design developed by Loke 

and Ann. 

In 2019 research conducted by Maghfirah, has tried to 

implement blockchain technology in agriculture in 

Indonesia using the HARA platform. However, this 

research has only tried to implement it in the 

agricultural sector, so the impact has not been seen if it 

is implemented in the livestock sector, especially in the 

livestock meat supply chain [26]. While in the field of 
animal husbandry itself through research that has been 

carried out by Sugihartanto and Hakim, HARA actually 

already has a project to develop blockchain for chicken 

farming [27].  Furthermore, research conducted by 

Afrianto et al in 2020 also confirmed that the 

implementation of blockchain in agriculture in 

Indonesia is not yet on a large scale, there are still many 

challenges that must be analyzed and thought about for 

solutions, because people in Indonesia are so dynamic. 

[28]. 

Asfarian et al in 2020 also conducted research on the 

factors that are important and must exist in a 
blockchain-based livestock system. Through this 

research, it was found that the blockchain system built 

must be easy to use by users who have low digital 

literacy, and must get support from every party, 

especially the government. This research has not yet 

developed a blockchain application that will be used in 

the livestock system, but only until the design of the 

system requirements [29]. 

Blockchain technology has been applied in the food 

supply chain, where in the research conducted, 

blockchain is used to ensure the halal nature of a food. 
This blockchain-based system includes users such as 

suppliers, distributors, wholesalers, and retailers [30]. 

This system has also been proven to be able to secure 

data properly, so that the quality of halal food is 

maintained. In this system, stakeholders are covered 

from suppliers to retailers, so there is still the potential 

for data inconsistency to occur from farmers to 

slaughterhouses.  

A fairly complete study covering every stake holder in 

the livestock supply chain, from breeders, 

slaughterhouses, to buyers, has been carried out by 
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Ramadhan et al in 2021 [3]. The system, called e-

Livestock, is only at the modeling stage, so it has not 

yet been completed. the real application can be seen and 

cannot be tested directly on its users.  

Previous research that conducted outside Indonesia 

considered to be quite complex to be implemented in 

Indonesia if the readiness of infrastructure in livestock 

in Indonesia is taken into account and compared to 

overseas farms, which are even familiar with IoT [18], 

[21]. Furthermore, the research that has been done in 
Indonesia, is still focused on agriculture, or on animal 

husbandry but on a narrow scale. Blockchain research 

on livestock that has been carried out in Indonesia and 

is quite complete, is also only at the modeling level, so 

it is still not possible to see the direct impact if it is 

implemented in the form of a real application. Thus, in 

this research, a blockchain-based livestock 

management information system was being developed 

and tested on users in Indonesia. However, most users 

tested were from the government side because a 

livestock supply chain system will only work well if 
regulations and the Government provide full support 

[31]. In addition, this is also done to assist government 

agencies in monitoring the spread of existing livestock 

and livestock farms and to see the Government's 

readiness to use blockchain-based systems. 

2. Research Methods 

The methodology used in this research was the 

Architecture-based Model, shown in Figure 1. The first 

stage in this model was defining the system to be 

created, and the internal researchers conducted it. The 

next stage was analyzing the direct user to understand 

the user's needs and compare them with the system 
design defined by the researcher. After that, 

architectural design and system design were made. 

However, before they were implemented, it was 

necessary to check the suitability of the design with the 

initial requirements, and this was an iteration that would 

continue to be carried out until the design as per the 

initial requirements [32]. This method was used to get 

much feedback from potential users since the system 

developed implemented many new things for potential 

users. 

Data collection activities both for the needs of the initial 
analysis and iteration and for testing and evaluation 

were carried out using qualitative methods. The 

qualitative method chosen was an interview. This 

method was chosen because it could obtain detailed 

feedback from users. In addition, with the limited 

number of potential users available, the interview 

method was also more appropriate than using 

questionnaires. Another advantage of this method was 

related to the speed of data collection.  

 
Figure 1. Architecture-based Model 

In addition, the detailed data obtained from this method 

was appropriate to be used as an evaluation material for 
the system design being tested. Researchers could 

confirm user feedback directly if something were 

unclear [33]. This interview method could also reduce 

the iteration time needed in the Architecture-based 

model because understanding between researchers and 

users can be achieved more easily with direct 

interaction [34]. 

3 Results and Discussions 

After doing the initial definition of the system to be 

created and analyzing the needs of its potential users, 

several results were obtained, which are parts of the 

system created. In the first part, the results were 
obtained from the analysis of current conditions, where 

these results were obtained through interviews with the 

head of the RPH Krian, Sidoarjo. In the second part, the 

data design was generated to be used as the data storage 

structure of this system. In the third part, the design of 

the process that would run on this system was produced, 

and the design of this process has been adapted to the 

flow used by the current livestock supply chain. In the 

fourth section, the results of experiments conducted by 

researchers on various system features were obtained. 

Finally, in the fifth section, the evaluation results were 
obtained by conducting interviews again with potential 

users. Prior to the interview, potential users were 

allowed to see the developed system while explaining 

the research team. 

3.1 Analysis Results of the Current Condition 

Through the results of the analysis carried out by direct 

observation, literature studies, and interviews with the 

head of the RPH, the results obtained are in the form of 

problems that have occurred or have the potential to 

occur at this time. The first problem was the incomplete 

data brought by farmers when slaughtering livestock at 

the RPH. This made data on the origin of livestock 
undetectable. In addition, livestock feeding has not been 
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recorded by the livestock traders. This lack of various 

records was exacerbated by an integrated system 

between livestock farms, livestock traders, and RPHs. 

Therefore, the history of livestock may not be recorded 

at all or not recorded in detail from upstream to 

downstream. Another potential problem was data 

mismatch from one place to another so data integrity 

can be terrible. 

The results of the analysis of the problems that occurred 

or had the potential to occur were then continued with 
the analysis that produced the minimum system 

requirements that must exist in the system being 

developed. The first part that must exist in the system is 

being developed to record complete and detailed data 

on livestock, starting from the birth of the cattle to the 

moment before the livestock is slaughtered at the RPH. 

The second part was to integrate livestock data with the 

RPH so that the RPH could track the condition of the 

livestock to be slaughtered. Finally, blockchain 

technology was implemented in each of these integrated 

data stores so that the data that has been entered can still 

be tracked but cannot be changed arbitrarily. 

3.2 Data Design 

Data design is the part that includes the formation of 

structures to store data on the system. In this developed 

system, data was not stored in a database like an 

ordinary information system but rather on blocks in the 

blockchain circuit. The program used to store or read 

data was Solidity, while the blockchain platform used 

was Ethereum. Data storage was carried out in the form 

of smart contracts, and there were three central 

contracts in this system, namely UserManager, 

LivestockManager, and SlaughterManager [35]. The 
UserManager contract can be seen in Table 1. The 

contract is used to hold the address of the user. When 

the contract is first sent to the Ethereum server, the 

sender's address will be set as admin. Through this 

UserManager contract, the system can find out the 

position or role of the user so that at the same time, it 

can protect the access rights of each user. 

The UserManager contract managing its data will be 

connected to the user struct. There are userAddress, 

name, role, timeCreated, timeUpdated, and active in 

this structure. Struct user is used to storing user object 
data which will later be stored in the mapping. The 

complete structure of the struct user can be seen in 

Table 2. 

The following contract is LivestockManager, which is 

used to manage livestock on the blockchain. In this 

contract, there are four structs, namely Livestock, 

WeightRecord, HealthRecord, and Cowshed. Struct 

Livestock is used to store livestock data, while 

WeightRecord is used to record the history of livestock 

weight and size. Livestock health history is stored in the 

HealthRecord struct, while Cowshed is used as a marker 

that the user has his cage for his livestock. Details of the 

LiveStockManager contract can be seen in Table 3. 

Table 1. UserManager 

Type Name Description 

Attribute admin: address Saving admin address. 

Attribute users: 

mapping(address 

=> User) 

Mapping or storing data 

from users that have been 

entered into the struct. 

Function  registerUser(addre

ss, string, uint) 

Adding a user that will be 

stored in the users’ 

mapping. 

Function getRole(address) 

uint 

Taking the role from the 

address entered, then it will 

be returned to uint. 

Function checkRole() Checking the role calling 

this function. 

Function onlyFarmer() The modifier is used to 

limit the use of the Farmer 

role function. 

Function onlyStocker() The modifier is used to 

limit the use of the Stocker 

role function. 

Function onlyButcher() The modifier to limit the 

use of the Butcher role 

function. 

Function checkUser(addres

s) bool 

Checking whether there is a 

user or not. 

Function isAdmin(address) 

bool 

Checking if the address 

entered is admin or not. 

Function toggleUser(addres

s) 

Changing the user's active 

status from active to 

inactive or vice versa. 

Table 2. Struct user 

Type Name Description 

Attribute userAddress: 

address 

The userAddress attribute 

to find out the address of 

the user 

Attribute name: string The name attribute to find 

out the name of the user. 

Attribute role: Role The role attribute is to find 

out the position of the user. 

Attribute timeCreated: uint The timeCreated attribute 

determines when the data 

was created based on the 

number of blocks formed. 

Attribute timeUpdated: uint The timeUpdated attribute 

is used to determine when 

the data was updated 

based on the number of 

blocks formed. 

Attribute active: bool The active attribute is used 

to determine whether the 

user already exists or not. 

Struct Livestock is one of the most critical data storage 

places in this system because it contains all detailed data 

from livestock. The data stored in this struct includes 

farmIndex, lsId, fatherId, motherId, birthday, eartag, 

gender, wrCount, hrCount, transferCount, stateCount, 

status, timeUpdated, and timeCreated. Details of each 

attribute data can be seen in Table 4. 

Next, the WeightRecord struct is used to store the 
history of the weight and size of each livestock in the 

system. Through this struct, the user can see the 

development of the livestock in terms of the weight and 

size of the livestock, so that tracking the condition of 
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the livestock can be more easily done. Details of each 

attribute for WeightRecord can be seen in Table 5. 

Table 3. LivestockManager 

Type Name Description 

Attribute gobalLSCount: 

uint 

This attribute is used to 

calculate all livestock in the 

system. 

Attribute cowsheds: 

mapping(address 

=> Cowshed) 

This attribute is used to 

store data from the cage. 

Attribute cowshedsAddress: 

address[] 

This attribute is used to 

hold the address of the 

user's cage and to count the 

number of cages on the 

system 

Attribute livestocks: 

mapping(uint 

=> Livestock) 

Mapping or storing data 

from livestocks that have 

been entered into the struct. 

Attribute livestockRace: 

mapping(uint => 

Race) 

This attribute is used to 

determine the race of 

livestock. 

Attribute livestockOwner: 

mapping(uint => 

address) 

This attribute is used to 

determine the ownership of 

the livestock. 

Attribute livestockCounts: 

mapping(address 

=> uint) 

This attribute is used to 

determine the number of 

livestock owned by the 

owner. 

Attribute wRecords: 

mapping(uint 

=> mapping(uint 

=> 

WeightRecord)) 

This attribute is used to 

store data on livestock 

weight and body size. 

Attribute hRecords: 

mapping(uint 

=> mapping(uint 

=> 

HealthRecord)) 

This attribute is used to 

store health data from 

livestock. 

Attribute livestockStates: 

mapping(uint => 

mapping(uint => 

State)) 

This attribute is used to find 

out what state the livestock 

is in (farmer, stocker, 

butcher, beef) 

Attribute livestockTransfers

: mapping(uint => 

mapping(uint => 

address)) 

This attribute is used to 

determine the history of the 

livestock movement. 

Function registerCowshed(a

ddress) 

This function is used to add 

a new cage data and as a 

status that the account is 

active. 

Function registerLivestock(

uint, uint, uint, 

string, uint) 

This function is used to add 

new livestock data and can 

only be called by farmer's 

role. 

Function registerWRecord(

uint, uint, uint, 

uint) 

This function is used to add 

weight history to livestock. 

Function registerHRecord(u

int, string, string, 

bool) 

This function is used to add 

the health history of 

livestock. 

Function transfer(uint, 

address, address) 

This function sends 

livestock from the initial 

owner to the next owner. 

Function changeState(uint, 

address) 

This function changes the 

state from livestock to 

(farmer, stocker, butcher, 

beef). 

Function changeStatus(uint) This function is used to 

change the status of 

livestock from alive to 

dead. Only farmers role can 

do it. 

Function stringToBytes32(s

tring): return 

bytes32 

This function is used to 

convert a string to bytes32. 

Function bytes32ToString(b

ytes32): return 

string 

This function is used to 

convert bytes32 to string. 

Table 4. Struct Livestock 

Type Name Description 

Attribute farmIndex: uint The farmIndex attribute is 

used to determine the index 

of the livestock contained 

in Cowshed's lsId array. 

Attribute lsId: uint The lsId attribute is used to 

determine the id of the 

livestock. 

Attribute fatherId: uint The fatherId attribute is 

used to find out the father 

id of the livestock. 

Attribute motherId: uint The motherId attribute is 

used to find out the parent 

id of the livestock. 

Attribute birthDay: uint The birthDay attribute is 

used to determine the date 

of birth of the livestock. 

Time is stored in the form 

of epoch. 

Attribute earTag: bytes The earTag attribute is used 

to determine the eartag of 

livestock. 

Attribute gender: bool The gender attribute is used 

to determine the sex of 

livestock. 

Attribute wrCount: uint The wrCount attribute is 

used for iterations of the 

weightRecords mapping. 

Attribute hrCount: uint The hrCount attribute is 

used for iterations of the 

healthRecords mapping. 

Attribute transferCount: 

uint 

The transferCount attribute 

is used for iterations of the 

livestockTransfers 

mapping. 

Attribute stateCount: uint The stateCount attribute is 

used for iterations of the 

livestockStates mapping. 

Attribute status: bool The status attribute is used 

to determine whether the 

livestock is still alive or 

not. 

Attribute timeUpdated: uint The timeUpdated attribute 

determines when the data 

was created based on the 

number of blocks formed. 

Attribute timeCreated: uint The timeCreated attribute 

determines when the data 

was created based on the 

number of blocks formed. 

The health history of livestock is also stored in this 

system. Therefore, tracking of the health condition of 

livestock can also be easily seen, and this data is a 

guarantee of the quality of the livestock to be marketed. 

The stored livestock health data structure can be seen in 

Table 6. 
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Table 5. Struct WeightRecord 

Type Name Description 

Attribute actor: address The actor attribute is used 

to find out the person doing 

the checking. 

Attribute lsId: uint The lsId attribute is used to 

determine the id of the 

livestock. 

Attribute weight: uint The weight attribute is used 

to determine the weight of 

livestock. 

Attribute length: uint The length attribute is used 

to determine the length of 

the livestock. 

Attribute heartGrith: uint The heartGrith attribute is 

used to determine the chest 

circumference of livestock. 

Attribute timeRecord: uint The timeRecord attribute is 

used to store the date the 

record was entered. 

Attribute timeCreated: uint The timeCreated attribute 

determines when the data 

was created based on the 

number of blocks formed. 

Table 6. Struct HealthRecord 

Type Name Description 

Attribute actor: address The actor attribute is used 

to find out the person doing 

the checking. 

Attribute lsId: uint The lsId attribute is used to 

determine the id of the 

livestock. 

Attribute sick: bool The sick attribute is used to 

determine whether the 

livestock is sick or not. 

Attribute description: bytes The description attribute is 

used to describe the disease 

suffered by livestock. 

Attribute action: bytes The action attribute is used 

to describe the action 

performed. 

Attribute timeRecord: uint The timeRecord attribute is 

used to store the date the 

record was entered. 

Attribute timeCreated: uint The timeCreated attribute to 

determine when the data 

was created based on the 

number of blocks formed. 

The last struct in LivestockManager is Cowshed. This 

section is used to store additional data from the user and 

check user activity. The user's active status will 

determine the livestock data that the user can store 

because only active users are allowed to add livestock 

data to this system. Details of the Cowshed struct can 

be seen in Table 7. 

Table 7. Struct Cowshed 

Type Name Description 

Attribute ownerId: address The ownerId attribute is 

used to find out the address 

or address of the owner. 

Attribute lsId: uint The lsId attribute is used to 

store the id of the livestock. 

So if the livestock does not 

belong to the owner, it will 

be removed from this array. 

Attribute timeCreated: uint The timeCreated attribute is 

used to determine when the 

data was created based on 

the number of blocks 

formed. 

Attribute timeUpdated: uint The timeUpdated attribute 

is used to determine when 

the data was created based 

on the number of blocks 

formed. 

Attribute status: bool Status attribute to know 

whether cowshed already 

exists or not. 

The third or final contract is the SlaughterManager, 

which is used to store various data related to the 

slaughtering process. There are two parties who will be 
closely related to this contract, namely the stocker and 

the butcher. The stocker itself is the party that will 

receive the livestock from the breeder and then makes a 

request for slaughtering the livestock at the RPH. 

Meanwhile, the butcher is the party who slaughters the 

livestock until it sells the results of the slaughter of the 

livestock. Details of the SlaughterManager contract can 

be seen in Table 8. 

Table 8. SlaughterManager 

Type Name Description 

Attribute beefCount: uint The beefCount attribute is 

used for iterations of the 

beef mapping. 

Attribute beefs: 

mapping(uint => 

Beef) 

The beefs attribute is a 

mapping used to store data 

processing livestock into 

beef. 

Attribute livestockBeefStat

us: mapping(uint 

=> bool) 

This attribute stores 

whether livestock with this 

id is processed into beef. 

Attribute livestockHasBeefs

: mapping(uint => 

mapping(uint => 

uint) 

This attribute stores the 

beef ID for livestock that 

have been processed into 

beef. 

Attribute livestockBeefCou

nts: mapping(uint 

=> uint) 

This attribute is used to 

calculate how many 

livestock are processing 

beef. 

Attribute beefApprorval: 

mapping(uint => 

address) 

The beefApproval attribute 

is a mapping used to 

designate the RPH to 

process livestock into beef. 

Attribute beefApproveds: 

mapping(uint => 

mapping(uint => 

uint) 

This attribute is used to 

store the processing of 

livestock that have been 

received completely. 

Attribute approveCount: 

uint 

Atribut ini digunakan untuk 

iterasi beefApproveds. 

Attribute beefDenieds: 

mapping(uint => 

mapping(uint => 

uint) 

Atribut ini digunakan untuk 

menyimpan permrosesan 

hewan ternak yang ditolak 

oleh RPH. 

Attribute deniedCount: uint Atribut ini digunakan untuk 

iterasi beefDenieds. 

Function registerBeef(uint, 

address) 

This function is used to 

apply for processing 

livestock into beef to RPH. 

Function checkAntemortem

(uint, uint, bool, 

string) 

This function is used to 

store the results of the 

antemortem checking 

process. 
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Function checkPostmortem(

uint, uint, bool, 

string) 

This function is used to 

store the results of the 

postmortem checking 

process. 

Function packingBeef(uint, 

uint) 

This function is used to 

change the status of the 

beef that has been packed 

or finished. 

Function slaughtering(uint) This function is used to 

change the status of 

livestock to dead or 

slaughtered. 

In the SlaughterManager contract, there is only one 

struct, namely struct beef. This structure is used to 

record livestock that is ready to be processed into beef. 

The stocker can only do the making of this beef struct 

data because it is the stocker who requests the slaughter 

of livestock to the RPH. Details of struct beef can be 

seen in Table 9. 

Table 9. Struct beef 

Type Name Description 

Attribute beefId: uint This attribute is used to find 

the id of beef. 

Attribute lsId: uint This attribute is used to 

indicate the id of the 

livestock. 

Attribute dateAnte: uint The dateAnte attribute is 

used to store the date of the 

antemortem check. Time 

saved into epoch. 

Attribute datePost: uint The datePost attribute is 

used to store the 

postmortem check date. 

Time saved into epoch 

livestock. 

Attribute datePack: uint The datePack attribute is 

used to store the wrapping 

date of the beef. Time 

saved into epoch. 

Attribute ante: bool The ante attribute is used to 

indicate whether the 

antemortem check was 

accepted or not. 

Attribute post: bool The post attribute is used to 

indicate whether the 

postmortem check was 

accepted or not. 

Attribute slaughterHouse: 

address 

The slaughterHouse 

attribute is used to store the 

address of the slaughter that 

will process livestock into 

beef. 

Attribute desc: bytes The desc attribute describes 

the condition if the 

livestock is rejected in a 

certain process. 

Attribute timeCreated: uint The timeCreated attribute 

stores the request date and 

is saved into the epoch. 

Attribute timeUpdated: uint The timeUpdated attribute 

stores the request change 

date and is stored in the 

epoch. 

 

3.3 Design Process 

The primary process designed in this system is the 

transfer of livestock. This process will record the 

movement of livestock from one user to another. This 

process will utilize the blockchain with the Ethereum 

platform so that any party can no longer change the data 

that has been entered. Thus, it can be used to track 

livestock data and the status of each of these livestock. 

Details of the design of this process are shown in Figure 

2. 

 

Figure 2. Process design for livestock transfer  

 

Figure 2 shows that the process starts from the livestock 

data that the user wants to transfer. This data is taken 
from the ETH blockchain, and it is checked whether the 

data exists. If it does, the step will proceed to check the 

recipient's address. If not, a notification message will be 

given. Furthermore, if the recipient's address is not 

valid, a notification message will also be given. If it is 

valid, it will proceed to change the ownership of the 

livestock. The process of changing ownership is 

followed by the process of changing the status of 

livestock, reducing the number of livestock to the 

sender, and increasing the number of livestock to the 

recipient. After all these processes run, the process will 
end. Once the data has been processed, changes can no 

longer be made because it has been entered into the 

blockchain. 

3.4 Test Results  

The test was carried out by running the existing system, 

using data from the user, but within the scope of a 

simulation. When starting to use the application, each 

user must register with the existing system. Since this 

system was developed on a blockchain-based basis for 

data storage, every user who wants to register must have 

an address to connect to the blockchain first. The 

process of forming this user address uses a third-party 
application called Metamask. After the user gets the 

address, an admin will verify and then immediately 

enter the user's address into the blockchain system that 

was created. The display of the stored registrant data 

can be seen in Figure 3. The figure shows that the 

identity of each user was in the form of a hash string. 
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Figure 3. User’s data 

The address obtained from the Metamask application 

will appear on the registration page, which can be 

accessed by the admin of this system. In this system, the 

admin will act like a miner who can verify the data that 

will enter the blockchain network. After the admin has 

processed the addition of a user to the blockchain 

network, the Metamask application will display a 

confirmation page, as shown in Figure 4. The 
confirmation page will also display details of the data 

added to the blockchain network. However, it is 

necessary to remember that the nominal ETH is not 

used for buying and selling transactions but only as a 

marker that someone can enter the blockchain network. 

After the addition of users to the blockchain network is 

confirmed, a successful notification of the addition of 

the data will appear, as shown in Figure 5. Furthermore, 

the data added to the blockchain network cannot be 

changed again. Changes to data on the blockchain 

network can only be done by adding new data, which is 
a revision of the previous data. This ability causes 

blockchain-based systems to be able to track data more 

efficiently. 

 

Figure 4. Confirmation of Metamask 

 

 

Figure 5. Notification of data added 

If the user wants to transfer livestock, the user will face 

a livestock transfer form, as shown in Figure 6. This 

form contains data that must be filled in, such as the 

livestock that will be transferred by the user, along with 
livestock data such as weight, chest circumference, and 

length. In addition, the user must also enter the hash 

address of the recipient so that only users who have 

been actively registered in the blockchain network can 

be the recipient. 

 

Figure 6. Livestock transfer form 

Users can also enter the history of the livestock they 

own, ranging from the size of the livestock body, the 

health of the livestock, and the type of food from the 

livestock. The appearance of the form for each 

historical record is relatively the same.  

Figure 7 shows an example of the historical record form 

for the body size of livestock. In this form, there is only 
attribute data related to the livestock, and no hash 

address has been requested. This is because, for history 

storage, it will not be entered directly into the 

blockchain network. Instead, new historical data will be 

entered into the blockchain network when the cattle are 

transferred from one party to another. This mechanism 

is because the data security needed is when the data is 

transferred from one party to another in a livestock 

supply chain. Therefore, when the data is only stored by 

the user who is the owner of the livestock itself and does 

not involve other people, the data does not need to be 

entered into the blockchain network. 
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Figure 7. Livestock size history form 

Other processes will be processed into the blockchain 

network, such as adding livestock. This is because the 

addition of livestock will be considered livestock data 

transfer from the Genesis block to users already on the 

blockchain network. The Genesis block itself is the first 

block that will appear automatically when a blockchain 

network is created [12], [36]. In addition to all these 

processes, many other processes include sending 

livestock to the slaughterhouse, stockers, or between 

users. However, they all have the exact mechanism 
when adding new users to the blockchain network and 

when transferring livestock. Thus, each delivery must 

fill in the recipient's address in the form of a hash of the 

recipient on the blockchain network. After that, it ends 

with confirmation via metamask and waits for the data 

to enter the blockchain network successfully. Each user 

can also see the livestock he owns and track livestock 

moving from or to that user. 

3.5 Evaluation 

The evaluation was carried out by conducting 

interviews with the Head of the RPH, farmers, and 
wholesalers who had been shown and explained how 

the developed system worked. The results of this 

evaluation were that all parties agreed that the system 

developed would be very helpful in recording and 

tracking livestock data. This was the impact of data 

integration between each party involved through this 

system. Thus, the flow of data for each livestock can be 

monitored, tracked, and guaranteed the truth. In 

addition, recording features such as livestock size 

history, health, and livestock feed allows the system to 

help provide accurate data if users face problems that 

arise with their livestock. The blockchain technology 
that has been implemented and explained to its potential 

users has also received a good response because it is 

believed to be able to increase the security of the data 

entered into this system. 

4 Conclusion 

Through the results of the design, development, testing, 

and evaluation that has been carried out, it was found 

that this system was able to handle the problems that 

occurred related to the integrity of livestock data in the 

livestock supply chain in Indonesia. The problem is the 

data retrieval process to ensure the correctness of the 
data on food ingredients from livestock sold, including 

type, size and price.  

With good data integration, the trust of the livestock 

industry players can be increased, and the comfort of 

end consumers in consuming food ingredients from 

livestock is also guaranteed. In addition, this research is 

expected to be the basis for determining halal 

certification for food ingredients derived from 

livestock. The problem that has not been addressed in 

this system is the process of depletion of food 

ingredients from livestock that occurs during the 

delivery. 

The digital literacy of each user can be one of the 

inhibiting factors for this system to be widely 

implemented. Thus, further development of this 

research requires a broader trial to see the percentage of 

potential users throughout Indonesia who can 

understand and accept the implementation of this 

blockchain-based system. In addition, feedback from 

each trial can be used to make the system more suitable 

for the conditions throughout Indonesia. 
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